ty

David Corman
CISE Directorate
National Science Foundation

Perspectives on CPS Secur
and Resilience




Outline

 What are Cyber-physical systems?

 What do we mean by CPS security and why is it
different? How does resilience enter into the
discussion?

 What is NSF perspective on CPS security and
resilience, and some recent examples




What are Cyber-Physical Systems?
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Advances in CPS hold the potential to reshape our world with more responsive, precise, and efficient systems

CPS technology will transform the way people interact with engineered systems, just as the Internet transformed the way people interact with information. 


In a few words...

Cyber-physical systems are smart, complete
systems of tomorrow;

Cyber-physical systems will enable ubiquitous
technologies and applications for the future.

Cyber-physical systems consider the user and the
environment in which the system operates
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Advances in CPS hold the potential to reshape our world with more responsive, precise, and efficient systems

CPS technology will transform the way people interact with engineered systems, just as the Internet transformed the way people interact with information. 


Smart Infrastructure

Imagine a day when...
static infrastructure is adaptable and safe

Image Credit: MicroStrain, Inc.
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Static infrastructures, such as buildings and bridges, are transformed into smart spaces that adapt to consumption, growth, and/or changing environmental needs or can continuously monitor and identify risk, moderate the impact of failures, and avoid disasters through the use of networked instrumentation and software control.


___________
Civil engineers can continuously monitor and identify at risk man-made structures like bridges, moderate the impact of failures, and avoid disasters.




Health and Wellbeing

Imagine a day when...

wellbeing is pervasive and healthcare is personalized
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We can improve quality of life through personalized healthcare and assistive technologies, enabled in part by robust, usable, and trustworthy wearable mobile devices integrated with instrumented environments.

We can create a healthcare system that helps people prevent and manage chronic and acute diseases in their own every day context;  robots extend independent living for seniors; and devices worn or embedded in the home can report adverse health events.


Smart Grids

Imagine a day when...
energqy is efficiently used and intelligently managed

Image Credit: Cisco, Inc.
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We can efficiently manage energy through the deployment of intelligent sensor networks and distributed control and decision capabilities.  These smart grids will improve resource utilization, reduce congestion, and enable real-time response and real-time pricing.



Emergency Response

Imagine a day when...
we can prevent, mitigate, and recover from disasters
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During the time of a natural disaster or a national emergency, unmanned search, rescue, and recovery is a reality through the use of autonomous, highly coordinated, and remotely operated robots in shared physical spaces – the promise of distributed, low-power sensing combined with communications and control.



Transportation: Safety and Energy

Imagine a day when...
traffic fatalities no longer exist

Image Credit: PaulStamatiou.com
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Your car will be able to drive you safely and securely to your destination, where traffic fatalities are uncommon rather than daily events.

Your home and car both consume energy from – and provide energy to – the electricity grid, and where advanced controls can provide substantial energy savings that can decouple the economic benefits of transportation from regional and global environmental impacts.



The Promise

Advances in cyber-physical systems hold the
potential to reshape our world with more
responsive, secure, and efficient systems that:

o transform the way we live

e drive economic prosperity

e underpin national security

e enhance societal well-being
e users can bet their life on
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Advances in CPS hold the potential to reshape our world with more responsive, precise, and efficient systems

CPS technology will transform the way people interact with engineered systems, just as the Internet transformed the way people interact with information. 


CPS and National Priorities

Manufacturing, Environment & Emergency Response
Robotics, & Smart Sustainability & Disaster Resiliency
Systems

Transportation & Broadband & Secure Cyberspace Education and
Energy Universal Connectivity Workforce
Development
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Advances in CPS are closely intertwined with and will have a pervasive impact on many of our national priorities

Cyber 

Including smart systems for manufacturing and robotics, 
environment and sustainability, emergency response 
and on to healthcare, 
and transportation and energy networks and infrastructure



NSF Vision for Cyber Physical
Systems




Cyber-Physical Systems

Deeply integrating computation, communication, and control into
physical systems

Transportation
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Pervasive computation, e
sensing and control

Energy and Industrial Automation

N etWO rked at m u Itl- a n d 3 . «Homes and offices that are more energy efficient
== and cheaper to operate
eXt reme SCa Ies S\ *Distributed micro-generation for the grid
Dynamically , S
. . . . 4 Healthcare and Biomedical
FEOrga Nizi ng/FECOangU Il ng ™ . «Increased use of effective in-home care
. . 5y " «More capable devices for diagnosis
H |gh d eg rees Of automation , ' «New internal and external prosthetics
Dependable operatlon Wlth Critical Infrastructure
high assurance of reliability, 5 g *More reliable power gid

*Highways that allow denser traffic with increased
safety

safety, security and usability



Presenter
Presentation Notes
Cyber-physical systems aim to … Deeply integrate computation, communication, and control into physical systems
These are smart systems that have cyber technologies, both hardware and software, that are
deeply embedded in and interacting with physical components, 
sensing AND changing the state of the real world
New smart cyber-physical systems will drive innovation and competition in sectors such as the power grid, transportation, buildings, medical technologies, and industrial automation advanced manufacturing.

[SKIP]
Growing demand for capabilities and applications from Smart Grid, the Next Generation Air Transportation System, Intelligent [surface] Transportation Systems, to Smart Medical Technologies, Smart Buildings, and Smart Manufacturing. 




NSF model for expediting
progress

Application Sectors

Abstract from sectors
to more general
principles

energy

aeronautics

agriculture

Apply these to
problems in new
sectors

Build a new CPS
community

Encourage other
communities to join
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The goal of the CPS program is to develop the core system science needed to engineer complex cyber-physical systems upon which people can depend with high confidence. The program aims to foster a research community committed to advancing research and education in CPS and to transitioning CPS science and technology into engineering practice. By abstracting from the particulars of specific systems and application domains, the CPS program aims to reveal cross-cutting fundamental scientific and engineering principles that underpin the integration of cyber and physical elements across all application sectors.  To expedite and accelerate the realization of cyber-physical systems in a wide range of applications, the CPS program also supports the development of methods, tools, and hardware and software components based upon these cross-cutting principles, along with validation of the principles via prototypes and test beds.


Some CPS Program Info

 Foundation-wide initiative including Directorate for
Computer and Information Science and Engineering
(CISE) and Directorate of Engineering

e Since CPS Launch in 2009:
— Over $200M investment
— 250 awards
— 350+ PlIs and Co-PlIs in 35 states
— 60 new awards in FY13 (35 projects)
— Over $35M investment in FY13, over $40M in FY14

— Three Classes of awards (Breakthrough, Synergy, and
Frontier)

* Three on-going Frontier awards
— CAREER awards




Smart Systems: Sensing, Computation, and Control

. Emergency Response

{ Situation
Awareness
: Humans
as sensors
gea feed multi- &2
modal
P data
streams

g Perceptss =X

(Reasoning)

s s
Wy \Actions . . W % | "
%ntroMervaswe Computing
: } cial Informatic
People-Centric Sensing SEGE AL \sv\‘) )) Smart Hearth Care
light, microphone e B

ECGe o o s oo an ofps
Blood pressure = & = » v .@.....,.

$90; 6SR + <7 ©

SRR ST, Social
Person i =" SRRl Sensing

20
(5)
[0

D

Source: Sajal Das, Keith Marzullo Credit: Image courtesy of University of Fl


Presenter
Presentation Notes
This melding of the cyber world with the physical world is a trend that will continue to accelerate in the coming decade as a breathtaking pace of advances has brought computing and communication into all facets of our society.

In our community, this is being ushered in by ubiquitous instrumentation and widespread deployment of low-power sensors ranging 
-- from tiny specialized communicating processors (“smart dust”) and 
-- specialized sensors (body-area sensors, life-supporting micro-devices embedded in human body, structural sensors, power sensors) to 
-- sensors for change detection --- thresholds, phase transitions, anomalies
-- mobile phone-based sensors (geolocation, vibration, etc). 

Enabling applications including:
-- sensing environmental information (air quality,  beach erosion, movement and quality of water in lakes),
-- physical infrastructure monitoring and management (health of bridges and buildings, power/energy management of buildings and campuses)
-- Emergency response during man-made or natural disasters
-- management of metropolitan traffic flow
-- smart grids for more efficient, safe and secure generation, transmission and distribution of electric power 
-- social data and remote/distributed health monitoring 

Of course, we can often do more than just monitor and observe:  we can combine disparate sources of data to create a deeper form of reasoning, and we can make decisions, i.e. control or react
IT’S ABOUT …		Instrument, observe, analyze and respond.





However...

A CPS-enabled vision of the future is only possible if
we can first (fundamentally) assure security and
safety.
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Advances in CPS hold the potential to reshape our world with more responsive, precise, and efficient systems

CPS technology will transform the way people interact with engineered systems, just as the Internet transformed the way people interact with information. 


How can we design, build and verify reliable, predictable,
safe and secure cyber-physical systems upon which people
can - and will - bet their lives?
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QUESTION: As automation and information technology pervades new platforms, cyber physical systems have become ubiquitous in our everyday lives and grow increasingly complex every year. They fly our planes, control our nuclear power plants, run our medical devices, and so much more.
How can we build and verify systems upon which people can - and will – bet their lives?


-----------



-----------
Life-Critical System Verification
"If it fails, people die." Theoretical computer scientists harness the power of logic and mathematics to provide a provable guarantee of safety. 

Summary
Life-critical systems have become ubiquitous in our everyday lives and grow increasingly complex every year. They fly our planes, control our nuclear power plants, run our medical devices, and so much more. Yet, how do we know they are safe? Verification techniques such as exhaustive testing and simulation could take millions of years, or longer, to certify a system to a high level of assurance. 

Theoretical computer scientists have developed a successful paradigm for life-critical system verification. Systems can and should be designed from the start to enable automated verification. Then we can use formal methods to analyze life-critical systems and provide absolute assurances of software or hardware safety in reasonable time-frames. Recent algorithmic advances have vastly increased the size and complexity of the systems which we can analyze using formal verification methods. However, today's verification techniques do not scale with the ever-increasing complexity and diversity of modern life-critical systems. There is an urgent need to extend research in formal methods for life-critical system verification to handle ever more challenging problem domains. 

Rationale
Computer scientists use formal methods for the design, specification, and verification of life-critical hardware and software systems. Formal methods refers to a collection of verification techniques, all of which entail the utilization of mathematical logic to provide checks of correctness with a very high level of assurance. Currently, using formal methods for verification requires significantly more time and higher cost up front than simulations or other forms of testing. However, they provide a significantly higher level of assurance that outweighs the initial cost of implementation in the case of systems where human life or security is at risk. To achieve the equivalent assurance of correctness, simulations would have to be run for unachievable periods of time. Formal methods have been successfully used to verify systems such as air traffic control, airplane separation assurance, autopilot, CPU designs, life-support systems, medical equipment, such as devices which administer radiation, and many other systems which ensure human safety. 

Two of the most popular formal methods for verification are model checking and automated theorem proving. Model checking involves creating a formal model of the system to be verified. Usually this is done in one of several popular modeling languages. A formal specification of the safety property to be verified is written in temporal logic. The specification is then negated and combined with the system model. Finally, an exhaustive search of the state space reveals whether or not there is a path through this combined system model from a start state to some accepting condition. If there is such a path, the system does not always uphold the safety property. The path is then called a counterexample trace and it provides a sequence of steps which leads to the erroneous unsafe behavior. If there is no such path, then the system model always satisfies the safety property specification. Research topics within model checking include Binary Decision Diagrams (BDDs), satisfiability (SAT), Satisfiability Modulo Theory (SMT), automata theory, temporal logics, and graph theory. 

Like model checking, automated theorem proving requires the system to be described in a formal, though not necessarily executable, language. Specifying systems in an automated theorem prover aids in system design by requiring the programmer to describe the system behavior in a very logical way and then satisfy type-checks and other proof obligations. Safety properties are introduced as theorems which must be proven to hold given the formal description of the system behavior, a set of logical axioms, and a set of inference rules. While some proofs can be completed fully automatically, most require a programmer to guide the automated theorem prover through the proof steps. Each step is checked by the theorem prover to ensure the programmer does not make illogical leaps during the proof. If the safety property does not hold, the programmer will encounter a proof step which cannot be discharged and which describes the circumstances of the bug. Research topics within automated theorem proving include decision procedures, automated deduction, operational semantics, non-linear arithmetic, constraint solving, quantified Boolean formulas, term rewriting, and answer set programming. 

Formal methods can be successfully used for ensuring the reliability of software and hardware at all stages of design and development. Fault-tolerant designs allow for the creation of systems that can continue functioning properly after encountering errors. Model-based development facilitates the detection of bugs before system implementation. Systems can then be implemented from verified models. Code annotation systems and translators which produce proofs directly from code allow verification during the software development phase. Theoretical tools such as hybrid automata and separation logic allow for reasoning about complex system interactions. There are many promising tools and techniques which comprise formal methods for the verification of life-critical systems. Investing in their development and implementation is the best way to ensure that the systems which hold our lives in their hands everyday are safe. 

Contributors and Credits
Cynthia Dwork, Kristin Yvonne Rozier, Amit Sahai, Salil Vadhan; image designed by Raymond V. Meyer 




A World of Cyber Threats

 DDoS attacks = Bothets

e Worms " Phishing

* Trojan Horses = [nsider misuse
e Spyware " Data theft

How do these impact behaviors of cyber physical systems? What are trust
boundaries?
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We have seen a dramatic increase in size, complexity and diversity of cyber attacks across the Internet over the last decade.
Words such as worms, viruses, identity theft, denial-of-service attacks, botnets, spyware, phishing attacks are now part of our lexicon.

As the world moves online … as we become more reliant on information technology and as we become more digitally connected, the impact of cyber attacks can be seen in every aspects of our lives.



o
Why Is the Cyber Security Challenge so Difficult?

e Attacks and defenses co-evolve: a system that was secure
yesterday might no longer be secure tomorrow.

* The technology base of our systems is frequently updated to
improve functionality, availability, and/or performance. New
systems introduce new vulnerabilities that need new defenses.

 The environments in which our computing systems are deployed
and the functionality they provide are dynamic, e.g. cloud
computing, mobile platforms.

 The sophistication of attackers is increasing as well as their sheer
number and the specificity of their targets.

 As automation pervades new platforms, vulnerabilities will be
found in critical infrastructure, automotive systems, medical
devices.

 Cyber security is a multi-dimensional problem requiring expertise
from CS, mathematics, economics, behavioral and social sciences.



Presenter
Presentation Notes
The Nation’s critical infrastructure, and, more generally, the Internet, play a vital role in tightly integrating the economic, political, and social fabric of society.  These interdependencies leave the Nation vulnerable to a wide range of threats that challenge the security, reliability, availability, and overall trustworthiness of all information technology resources.  Overcoming this present vulnerability is a major challenge as well as a significant opportunity. It calls for long-term investments in a spectrum of scientific and technical areas in computer science, mathematics, economics, social sciences, and education. 

- Achieving system trustworthiness is not purely a technology problem: social engineering, usable mechanisms, incentives.



Physical Challenges to Systems

Equipment failure

Extreme weather events
Malicious physical attacks
Infrastructure degradation
Resource availability
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The Nation’s critical infrastructure, and, more generally, the Internet, play a vital role in tightly integrating the economic, political, and social fabric of society.  These interdependencies leave the Nation vulnerable to a wide range of threats that challenge the security, reliability, availability, and overall trustworthiness of all information technology resources.  Overcoming this present vulnerability is a major challenge as well as a significant opportunity. It calls for long-term investments in a spectrum of scientific and technical areas in computer science, mathematics, economics, social sciences, and education. 

- Achieving system trustworthiness is not purely a technology problem: social engineering, usable mechanisms, incentives.



Physical systems are increasingly
complex and cyber-enabled.

As our dependency on cyber-physical
systems grows, so does the need to
secure those systems — as well as
develop strategies and technologies
to respond to security threats.
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As the trend towards increasingly �cyber-enabled systems grows, so does the need to secure those systems.


Cyber-Physical Security Risks

Embedded Medical Devices

Law Enforcement Communications

Control Systems

Automobiles
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Each sector that becomes cyber-enabled becomes vulnerable to attacks.  

Healthcare, education, and finance are already at risk, and physical infrastructure –manufacturing, energy production, and transportation – will be next. 
This trend toward increasingly cyber-physical systems, the integration of computation, communication, and control into physical systems, will continue to offer new challenges. 

For example, in healthcare, embedded wireless medical devices such as pacemakers are vulnerable to cyber attacks. Researchers have shown that by gaining wireless access to a combination heart defibrillator and pacemaker, they were able to reprogram it to shut down and to deliver jolts of electricity that could potentially have been fatal if the device had been in a person. 

For example, in transportation, researchers have shown that by connecting to a standard diagnostic computer port included in late-model cars, they were able to do some unusual things, such as turning off the brakes, changing the speedometer reading, blasting hot air or music on the radio, and locking passengers in the car. 

Consider, for example, the recent STUXNET worm. Discovered in July 2010, this worm targeted SCADA systems that were configured to monitor and control a kind of centrifuge used in Iranian nuclear fuel processing facilities. 


@Security Risks in Automotive Computers and
Networks

e Computer scientists and engineers
have demonstrated ability to
remotely take over automotive
control systems

* In one case, by connecting to a
standard diagnostic computer port
included in late-model cars, caused
disruption to brakes, speedometer
reading, and vehicle telematics

e They are now working with the
automotive industry to develop new
methods for assuring the security as
well as safety of automotive
electronics

This car was not moving

Stefan Savage (UC San Diego) and Tadayoshi Kohno (U Washington)
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remotely infiltrate, track and control

Researchers at the University of Washington and the University of California, San Diego, have taken a close look at the computer systems used to run today's cars and discovered new ways to hack into them, sometimes with frightening results. In a paper set to be presented at a security conference in Oakland, California, next week, the researchers say that by connecting to a standard diagnostic computer port included in late-model cars, they were able to do some nasty things, such as turning off the brakes, changing the speedometer reading, blasting hot air or music on the radio, and locking passengers in the car. http://www.autosec.org/pubs/cars-oakland2010.pdf



Medical Device Security
As of 2006, more than half of medical devices on the US market now contain and trust software.
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There’s a long history of human and financial catastrophes resulting from unpreparedness for safety or security problems.  

A milestone quietly passed In 2006 when more than half of medical devices on the US market now contain and trust software. [citation: Faris book on medical devices]   At the same time, research has discovered significant security vulnerabilities in embedded medical devices such as defibrillators, radiation therapy machines, insulin pumps.

Insecure wireless command dumps contents of insulin pump [2011]
Unauthentic software injected into Automated External Defibrillator (AED) [2011]
Malware infects radiological machines [2009]
Unauthentic wireless command to induce fatal heart rhythm [2008]




Implantable Medical Device Security

Implanted medical devices frequently
incorporate wireless control

By gaining wireless access to a combination
heart defibrillator and pacemaker, were
able to reprogram it to shut down and to
deliver jolts of electricity

Attack vector: the device test mechanism,
wireless communication interface with a
control mechanism that was unencrypted

Cual-chamber
pacamakar device

Computer scientists working with physicians
found new ways to secure these devices
against extraneous signals and wireless
attacks

Encryption but also “cloakers” — make your § | .
implants “invisible” at your discretion s g |

Pl. Kevin Fu, UMass — Amherst
[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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A team of computer security researchers reported that it had been able to gain wireless access to a combination heart defibrillator and pacemaker. They were able to reprogram it to shut down and to deliver jolts of electricity that could potentially have been fatal if the device had been in a person. In this case, the researchers were hacking into a device in a laboratory. The researchers said they had also been able to glean personal patient data by eavesdropping on signals from the tiny wireless radio that Medtronic, the device's maker, had embedded in the implant as a way to let doctors monitor and adjust it without surgery. http://www.secure-medicine.org/icd-study/icd-study.pdf




How Much SW in Medical Devices?

1983-1997

— 6% of all recalls attributed to SW
1999-2005

— Almost doubled: 11.3% of all recalls attributed to SW

— 49% of all recalled devices relied on software (up from 24%)
1991-2000

— Doubled: # of pacemakers and ICDs recalled because of SW

2006

— Milestone: Over half of medical devices now involve software
2002-2010

— 537+ recalls of SW-based devices affecting 1,527,311+ devices

) 4 [Sources: Bliznakov et al. 2006, Faris 2006, Maisel et al. 2002, Wallace & Kuhn 2001, Computer history museum,

‘o eurogramer.net, wikipedia, businesspundit.com, imdb.com, coverbrowser.com, thefilmtalk.com]
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•	The amount of software in medical devices is significant. (Growing?)
Two numbers: Percentage of devices using software, and percentage of recalls due to software

In 1982, Prince was in, Bill Gates was a model, and 2D graphics were all the rage.  At the time...
By 1999, Prince’s 1999 song still played.  Small web search company got started.

1991 Schwartz’ politcal career was just taking off, and in 2000 hanging chads and voting machines were the most talked about devices

http://archive.computerhistory.org/resources/text/Apple/Apple.Lisa.1983.102634506.fc.lg.jpg
http://www.eurogamer.net/articles/doomsday-castle-review
http://en.wikipedia.org/wiki/1999_(song)
http://www.businesspundit.com/wp-content/uploads/2008/06/bill-gates-1983.jpg
http://www.imdb.com/media/rm3566246144/tt0086567

http://www.imdb.com/media/rm3072432384/tt0103064
Nov 1991 cover http://www.coverbrowser.com/covers/time/72

2000
http://www.coverbrowser.com/covers/time/72
http://www.thefilmtalk.com/wp-content/uploads/2009/11/Hanging-Chad.jpg


Increasing Complexity of Aerospace CPS
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SCADA Security

Targets industrial control
systems, such as power plants
Enters an organization thru an
infected removable drive
Zero-day exploits

Anti-virus evasion techniques
P-2-P update propagation
Reprogramming PLC code
Sophisticated exploitation of
attack surface for a CPS

Che New Pork Times

How Stuxnet Spreads

Experts who have disassembled the code of the Stuxnet worm say
it was designed to target a specific configuration of computers and
industrial controllers, likely those of the Matarz nuclear facility in Iran.

INITIAL INFECTION

Stuxnet can enter an organization
through an infected removable
drive. When plugged into a
computer that runs Windows,

Limited Internet access

Stuxnet infects the computer and Stuxmet
hides itself. Updates itself

—
UPDATE AND SPREAD | 5 5
If the computer is on the
Internet, Stuxnet may try Command (] G
to download a new Web server
version of itself. Stuxnet
then spreads by infecting
other computers, as well ’ }
as any removable drives o (] o
plugged into them. Remote

computers

8

SECURE FACILITY

FINAL TARGET

Stuxnet seeks out

computers running Step 7, software
used to program Siemens controllers.
The controllers regulate motors used
in centrifuges and other machinery.
While the computers in a secure
facility may not be on a network, they
can be infected with a remaowvable
drive. After infecting a controller,
Stuxnet hides itself. After several
days, it begins speeding and slowing
the motors to try to damage or
destroy the machinery. It also sends
out false signals to make the system
think everything is running smoothly.
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Supervisory control and data acquisition systems: COTS IT for SCADA … digital and IP-based systems introduce new vulnerabilities
cost goes down, reliability may go up; but Reliability does not imply security

Stuxnet seeks out Sep 7, software used to program Siemens controllers, which regulates motors in centrifuges and other machinary 

It targets industrial control systems in order to take control of industrial facilities, such as power plants. While the attacker’s exact motives for doing so are unclear, it has been speculated that it could be for any number of reasons with the most probable intent being industrial espionage. 

Symantec received reports of a new threat (W32.Duqu, a new beginning?)

that was created from the same code base as Stuxnet. Whilst the code base was near identical, and the methods around the attacks are similar, the purpose of the new threat appears to be completely different from Stuxnet. Stuxnet was primarily designed to sabotage industrial machinery whereas Duqu appears to be designed for information theft, particularly information related to industrial systems and other secrets.  is a Trojan that opens a back door and downloads more files on to the compromised computer. It also has rootkit functionality and may steal information from the compromised computer. 


Why I1s CPS Security Different?




CPS Security Considerations

Systems are frequently processor and network
constrained

— Solutions need to be lightweight

— Enterprise approaches may not be very applicable

Frequently human operated — but not with a system
administrator

— Security decisions may have enormous impact (economic and
safety)

— Solutions need low false positives — operator is being doing
other things

Systems not always connected
— Update of security solution not always easy

Is the physical world “our friend” for CPS security

The key issue: How do we defend. What are general
principles for resilience / mission assurance




CPS Security Opportunities — from 2014
CPS Solicitation

 System Design -- How do we design CPS to be safe,
secure, and resilient in a variety of unanticipated and
rapidly evolving environments and disturbances? How
do we integrate privacy and security into CPS design?

e Additional DHS / HSARPA focus areas

— Particular interests in security technologies relevant to cyber-physical
systems.

— CPS related to transportation, emergency response, energy, and
healthcare are considered especially relevant for HSARPA




CPS Program has Strong and Growing
Interest in CPS Security

Presentations at ACSAC and CPS Week 2014

e CPS 2014 Solicitation

— Apprc))ximately 3 x CPS security focused proposals (as compared to
2013

— DHS S&T partnership
— CPS FY 2015 solicitation in the works

 NSF / Intel Partnership on CPS Security (NSF 14-571)
— ldeas Lab joint with Secure and Trustworthy Computing program

— Proposals due 28 Oct
— http://www.nsf.gov/pubs/2014/nsf14571/nsf14571.htm

e Secure and Trustworthy Computing Core Solicitation — FY 2015 is
out



http://www.nsf.gov/pubs/2014/nsf14571/nsf14571.htm

CPS Support across NSF
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Our investments in CPS cross many programs at NSF … let me highlight a couple …


Some Example CPS Security and
Resilience Activities




Foundations of Resilient
Cyber Physical Systems
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Key Drivers for Resilient CPS
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o Attributes of Resilience

— Functional correctness (by design)

— Robustness to reliability failures
(faults)

— Survivability against security
failures (attacks)

 Challenges to Resilience
— Spatio-temporal dynamics

— Many strategic interactions with
network interdependencies

— Inherent uncertainties (public &
private)

— Tightly coupled control and ”
economic incentives @ﬂ ‘ c2 I ‘ 3 I

Distributed Controllers

|"-r-. -

5~ Communication
[ Metwork
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FORCES Research Focus for CPS

 Resilient Control

" Reliability and Security Risk Management

— Threat assessment & —
detection ) 'TE’”T‘
— Fault-tolerant & attack !* Diagnosis, Response, and Reconfiguration
¥ - | ¥
dlagﬂOStICS @ Control Network
— Real-time predictive response b—
_ 2*. Detection and Regulation d
— Model-based design :‘E r =
&Q&' Sensor Actuator %
I I Network
 Economic Incentives E|ectr,c Power g} Buildings
— Incentive (game) theory for Wl {57 Physical Infrastructures m
resilience Water & Gas :
. . Transportation
— Mechanism design
— Interdependent risk @ Attacks !' Defenses ‘.‘* Faults
assessment

— Insurance & risk distribution
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Smart Roads — Smart America
Challenge 2014

Vanderbilt University - Institute for Software-Integrated Systems
UC Berkeley — NSF FORCES and Connected Corridors Projects




RCES and Connected Corridors Projects, UC Berkeley
Institute for Software-Integrated Systems, Vanderbilt University

The Smart Roads testbed / system integrates advanced control algorithms and high-fidelity simulation
software with real-time data to predict and manage traffic flows, to support resilience to cyber attacks.

The Status Quo:

Y PN \ : ; 1
omplex and interconnected road networks

Emergency vehicles delayed due to traffic World’s largest traffic jam: 100+ Km/10+ days

Vulnerable Communication & Control:

= %'..‘Z!. Connected Corridors
/gé : ‘

(CC)

\)‘;_,\—

o« 400 -\
J'. %\

High-fidelity
simulation software
(C2WT)

Cobweb of global critical IT
Infrastructure

FHWA ITS Connections

Cyber -~

Attacks

Well-managed and resilient traffic flows



Connected Corridors

 The “next generation” of Integrated Corridor Management is being
developed and ultimately piloted on a congested, urban freeway
and arterial network in Southern California by UC Berkeley and a
team of transportation agency and jurisdictional partners. Called
Connected Corridors, it takes ICM to a new level by integrating
freeway and arterial operations.

« How? The freeway ramps and arterial traffic signals will talk to
each other, and decisions will be made via playbook scenarios,
about what to do during incidents and events in near “real time.”




Coordination and Control ...
need networks....

Vulnerable Communication & Control:
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CPS Testbed

« The CPS testbed / system integrates advanced control algorithms
and high-fidelity simulation software with real-time data to predict
and manage traffic flows, to support resilience to cyber attacks.

» Use cases
Off-line
» High-fidelity simulation of road traffic, based on real data
» Development and evaluation of novel control algorithms — before they are applied
» Study of cyber effects on the networks and on the system
» Training of system operators in preparation for emergencies
On-line
» Real-time monitoring of traffic and predictive simulation
» Real-time control of traffic by ramp metering
» Real-time situational awareness about the status of the network




Integrated CPS Testbed
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Smart Roads — Demo at Smart America

Working prototype of a Smart
Transportation System, working on

real data collected from a segment
of an interstate highway near a
major city that shows

1)
2)
3)

how the CPS improves the
experience on the road,

how a cyber-attack could
degrade that experience, and

how trained operators and
clever algorithms can
recognize and mitigate the
effects of the attack, leading
to recovery.
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Smart Roads Benefits

* Projects such as Coordinated Corridors will

— Improve quality of life for residents and commuters In
urban corridors by decreasing greenhouse gas emissions;

— encourage use of public transportation; and

— move all types of traffic more efficiently (including autos,
buses, trucks, and delivery vehicles) thus keeping workers
and the economy moving.

e But with cyber-security ... communities reap additional
benefits: preventing cyber-attacks before they happen,
Informing decision-makers if by some chance a cyber-
attack does get through the system, and even potentially
enabling the system to take required actions to counter
the attack, allowing system recovery to occur much more
quickly.




Foundations of Secure Cyber Physical Systems

Cyber-physical systems regulating critical
infrastructures, such as electrical grids and water
networks, are increasingly geographically
distributed, necessitating communication between
remote sensors, actuators and controllers

Combination of networked computational and
physical subsystems leads to new security
vulnerabilities that adversaries can exploit

Approach: design new secure protocols and
architectures for CPS through a unified conceptual
framework - models for the physical system and the
communication/computation network to define
precise attack models and vulnerabilities

Models are used to design protocols with provable
security guarantees, thus enabling the design of
more trustworthy architectures and components

Image Credit: Cisco, Inc.

Applications: smart buildings, transportation
networks, and smart grids

Suhas Diggavi (UCLA), et al.
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http://nsf.gov/awardsearch/showAward.do?AwardNumber=1136174
CPS: Medium: Foundations of Secure Cyber Physical Systems (Suhas Diggavi, UCLA)

Cyber-physical systems regulating critical infrastructures, such as electrical grids and water networks, are increasingly based on communicating with remote sensors, actuators and controllers. The networked computational and physical subsystems creates new security vulnerabilities. Securing the constituent systems individually is not sufficient.

This project is designing new secure protocols and architectures for CPS through a unified conceptual framework, which uses models for the physical system and the communication/computation network to define precise attack models and vulnerabilities. These mathematical models are used to design algorithms and protocols with provable operational security guarantees, thus enabling the design of more trustworthy architectures and components. They plan to validate on CPS testbeds for smart buildings, automobile, and smart grid.


Enabling Smart Systems for the Future

Many of tomorrow’s breakthroughs will occur at the intersections of
diverse disciplines.

We need to invest in a research pipeline comprising of long-term
foundational research for cyber-physical systems, experimental
prototypes, and early deployments to spur innovative applications.

The CPS R&D community will continue to have a transformative and
durable impact on our national priorities.

We, working with other federal agencies, are committed to foster this
emerging, consolidating research community and to reinforce its
sustained role in advancing frontiers of science and engineering
Innovation.
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I am looking forward to an outstanding meeting over the next two days, comprising several invited keynotes, a technology transition panel, and the research talks, technology demonstrations, and posters that many of you will be presenting.
 
Let me acknowledge all those who helped pull together this program, particularly David Corman, Ted Baker, and Helen Gill at NSF, and our colleagues at the CPS VO, Janos Sztipanovits and Frankie King. 



Thanks!

dcorman@nsf.qgov
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